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Technische Grundlagen und Anwendungsmöglichkeiten



Blockchain = Buchhaltung









Blockchain Basics 
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A Blockchain is Replicated



Blockchain Variants



Permissionless / Open



Permissioned / Closed



Do you need a Blockchain?
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Rule of Thumb

Blockchains* may disrupt your business 

if you use signatures.

*or blockchain-like tech



Blockchain Ingredients

Distributed Systems Cryptography

&



Turing Awards

Rivest, Shamir & A. 2002 

Micali & Goldwasser 2012

Hellman & Diffie 2015 

2008 Barbara Liskov

2010 Leslie Valiant*

2013 Leslie Lamport



Asymmetric Cryptography

“Magic with Numbers”



Encryption



Digital Signatures



Generating a Secret



Generating a Secret



How?

















One Way Function



One Way Function



3 ∙ 5 15

One Way Function



One Way Function

? ∙ ? 8616460799



One Way Function

? ∙ ? 2353…91

(620 digits)



Your Bank Account
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The Seven Blockchain Dimensions
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The Seven Blockchain Dimensions



eMoney



Permissioned Blockchain 

& 

Payment Network



Permissioned Blockchain



Payment Network



eVoting



What’s Wrong with Paper?



Cost



Verifiability



Election Help



Democracy Beyond Yes or No

2025

Wie viel sollen die SRG-Gebühren pro Jahr kosten? 42.-



Anonymity?



Swapping Voting Card



Open Problem: Mass Vote Buying



Ene, mene, 
eins, zwei, drei, 
Bitcoins bringe
mir herbei. 
Hash Hash.

@grauhut



Thank You!
Questions & Comments?

www.disco.ethz.ch


